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ABSTRACT

Health management information system (HMIS), is a system for recording,
storing, retrieving, and analyzing health data in order to make better
decisions concerning delivery of health-related services. The purpose of
this review article is to understand how HMIS can be used to design health-
care delivery using advanced, ingenious, and revolutionary technologies
such as Artificial Intelligence (Al), Innovative Digital Technologies (loT), and
Big Data, among others. Technology pervades every aspect of our lives,
from phones to automobiles to healthcare and medicine. HMIS covers
mHealth and e-Health cards. The review covers a range of big data areas
that have been useful in establishing HMIS. It also includes anticipated
opportunities and benefits, as well as some incredible obstacles. In this

INTRODUCTION

Information technology has established itself in a multitude of sectors,
and the advantages of digitalization are now widely understood in
the field of pharmaceuticals, medical devices, diagnostics etc. and
are termed as health information system (HIS) in medical and allied
fields.! Health information system is a database management system
for healthcare information. It is used to manage data pertaining to
health organizations.> Healthcare practitioners, governmental clinics,
and hospitals have access to HIS and can use it for analyzing delivery
of services and taking appropriate decisions accordingly.® Everyone
in healthcare, from patients to clinicians to public health officials, can
benefit from the health information system. Both the central and state
governments gather information related to health, thus the central and
state agencies are the primary sources of health information.* Health and
associated information sources have been divided into two categories as
shown in Figure 1.

In today’s world, where pandemics like COVID are becoming more
frequent, digitalization and computerization of health services and
information have become essential in all fields. This review article
focuses on the development of healthcare services with innovative
digital technologies, initiatives of HMIS in Delhi-NCR and highlights
the challenges and opportunities in this segment. It is organized
into segments as follows: Segment 1 explains how the HMIS has
progressed from paper-based records to modern technologies including
E-computing, E-records, and future prospects. Segment 2 presents
(MoHFW) Ministry of Health and Family Welfare programmes, eHealth
and mHealth system development in other countries, such as District
Health Information Software (DHIS),' OpenMRS,? Open ELIS, Baobab
Health Trust,’ and Smart care in America, Asia, and Africa. Also
emphasise the implementation strategy of HMIS and the E-card system
in Delhi-NCR by the state and central government to improve healthcare
infrastructure. Segment 3 draws attention to the importance of various

article there is a description of some of the responsibilities played by HMIS
amid the pandemic's crisis.
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technologies such as big data, Al, cloud or mobile computing etc. The
majority of these tools are web-based and are used to simplify difficult
processes and improve HMIS deployment.® Segment 4 describes the
opportunities and benefits of HMIS to improve healthcare, cost, medical
records, and predict ADR. Segment 5 shows how the HMIS deals with
pandemic situations. During the pandemic, HMIS played a critical role.
For example, HMIS created easy survey evaluations by using technologies
such as A, data analytics, etc. Finally, Segment 6 discusses the challenges
and roadblocks that will be encountered along the way. Technology, as
we all know, is a blessing for our future healthcare. However, it may pose
certain bad repercussions, such as concerns about secrecy and privacy.
Apart from that, we need to improve our HMIS facility in order to
provide better healthcare.

Evolution of Innovative Technologies in HMIS

Although health technology has been around for a long time, it was
only implemented in the second half of the twentieth century. HIS
serve multiple users and a broad range of purposes, such as information
acquisition to identify issues that need addressing, make evidence-based
health policy decisions, and allocate scarce resources optimally.® In the
meantime, remarkable progress has been made in medicines, informatics,
tracking disease during pandemics and deploying treatments.” There are
presently no areas of health care management that are not supported
by informatics, particularly those that require the most advanced IT
and informatics innovations, such as electronic health records, clinical
decision support systems, and health care data analytics.® The history
of use of information technology ranges from the most basic form of
recording a patient’s symptoms, complaints, and treatment for the
use of a single provider to a comprehensive aggregation, integration,
and harmonization of data to support collaboration among providers,
researchers, and administrators.’

This is an open access article distributed under the terms of the Creative Commons Attribution-NonCommercial-ShareAlike 4.0 License, which allows others
to remix, tweak, and build upon the work non-commercially, as long as the author is credited and the new creations are licensed under the identical terms.
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Figure 1: Sources of information associated to health.
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Figure 2: The evolution of HMIS.

Consolidation of these technologies resulted in HMIS and it has been
demonstrated that it improves the efficiency of not only health care
delivery but also health research studies. Although no crystal ball can
forecast the future, it is safe to assume that as health systems grow and
expand HMIS may require privacy and security experts, data analysts,
health information managers, and information release experts in the
future. However, experts predict that HMIS will perform those roles
in vastly diverse ways and healthcare areas than it did earlier.”® The
government is also taking steps to improve this system. For instance,
the Delhi Government is implementing the HMIS to improve the city’s
healthcare infrastructure.!’ This digital transformation is altering our
economy and society at a breakneck pace, affecting a wide range of
industries, including health care.'> Digital health, according to the World
Health Organization (WHO), is an umbrella term that encompasses
e-health and sophisticated computer sciences (for example, in the
disciplines of big data, genomics, and artificial intelligence). Many
countries have also acknowledged the importance of digital health at a
global level, committing to the WHO’s 13" General Programme of Work,
which recognizes digital health as critical to achieving the objective of
transforming the future of public health."

HMIS: An Initiative

The Ministry of Health and Family Welfare, Govt. of India has
undertaken several projects to improve the efficiency and efficacy
of the public healthcare system by utilizing ICT.> One such project is
the HMIS, which is a digital portal initiative of the National Health
Mission, Ministry of Health and Family Welfare (MoHFW). The HMIS
site is monitored in real time and supports all e-Government standards.
HMIS supports Integrated Health Information Platform (IHIP) links
as well as Application Programming Interface (API) integration with
other programmes.” The new real-time HMIS portal provides access to
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a variety of data on India’s health indices. Many developing countries
have robust HIS capable of meeting a wide range of information needs.!
For instance, Brazil has embarked on an initiative to reform the health
system. SIGA (Sao Paulo City Health Information System) offers a
unique perspective on how to conceptualize revolutionary HIS." The
Smart care system programme has been implemented in Zambia. Global
eHealth, which supports the care of patients in resource-poor countries
in Africa, Latin America, and Asia, has arisen over the previous decade.
These include the DHIS,! OpenMRS,? Open ELIS, Baobab Health Trust,?
and Smartcare, which are all currently in widespread usage in many
countries.” The emergence of mobile health informatics, or “mHealth,”
is also significant. In the developing world, eHealth systems are rapidly
proliferating and demonstrating positive clinical and programmatic
outcomes." The Delhi government is also expecting to implement its
ambitious project of a cloud-based HMIS very soon. It would provide
a single platform from which we can easily access the number of vacant
beds, medicine stock, number of ventilators present, and other medical
infrastructure information. They will also distribute e-health cards that
contain the cardholder’s entire medical history, and the patient would be
able to receive treatment at any hospital on the HMIS." Based on voter
IDs, QR code-based cards with complete demographic and vital clinical
details, as well as information regarding the individual’s eligibility under
several Delhi government health plans, will be distributed. Each citizen
will receive two permanent cards, one large with detailed information
and the other smaller, like an ATM card. HMIS will be implemented in
all government hospitals, first in government hospitals and eventually in
all private hospitals, with all patient care services being brought under
this system. Delhi residents will be given a health card that would entitle
them to free healthcare services. QR Codes will be used to represent
GIS coordinates of the patients current address. It will have integrated
biometric and facial recognition data linked to health cards. The Delhi
government is attempting to provide advanced healthcare facilities to its
citizens in this manner."*

The Importance of Technology in Healthcare’s Big Data

Big data refers to vast, diversified amounts of data that are growing at
an exponential rate. The volume of data, the velocity with which it is
created and collected, and the variety or scope of the data points covered
(known as the “three v’s” of big data) are all factors to consider. Big
data is frequently derived by data mining and is available in a variety
of formats.”” A large amount of data is accessible at various hospitals
and healthcare institutions across the world, which is collected from
disease-affected people. Unique fusion algorithms would be required to
find meaning in the massive mounds of patient data as technology is
integrated into healthcare. The availability of machine learning and AI
technologies as part of cloud services has aided in the more accurate
interpretation of enormous volumes of patient data.'® Digitization of
healthcare data, advances in computer processing and data storage,
has enabled the creation of complex algorithms in the form of AL It
enables computer systems to do human brain activities in a variety of
disciplines. It is often presented in many applications that use big data,
which comprises all the important data regarding medical health and
disorders that a model may access during execution or disease diagnosis.
It plays a crucial part in the design of medications and the identification
of adverse effects of pharmaceutical products.'” The major benefits of AI
are based on its ability to continually scan the EMR, training on previous
patients’ trajectories and refine the lenses of their own prescription
glasses.”® The use of analytics, machine learning, and Al on big data
allows for the detection of patterns and correlations, and so delivers
actionable insights for enhancing healthcare delivery. The advancement
of Information and Communication Technologies (ICT) has undeniably
enhanced people’s lives all around the world and has resulted in a much-
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needed and substantial advance in the health sector, which is usually
referred to as electronic health (eHealth) and medical health (mHealth).
Despite the incorporation of big data processing methodologies
and platforms into existing data management designs for healthcare
systems, these architectures struggle to avert emergency instances.”
Using cloud solutions that include the expert system’s knowledge base,
any data acquired from different devices, wearables, or trackers may
be combined and evaluated. The patient and their doctors will have
access to these cloud-based reports, which will be safe since they will
be accessible through an appropriate authentication system. Based on
the algorithms and rules contained in the knowledge base, the expert
system will provide the patient with preventive measures and other
health information.*® As a result of greater accuracy, care practitioners
can deliver more individualized suggestions to their patients. This
technique allows patients to receive high-quality care without ever
having to visit a hospital.> We can employ cloud computing to scan
documents automatically and produce data sets that data scientists may
use to train and construct models. Consequently, expenses are lowered,
the workforce is decreased, and paperwork is minimized. Mobile Cloud
Computing [MCC] is a method of combining mobile devices and cloud
computing to improve the quality of information management and
transfer. As a result, data management, scheduling appointments, and
locating the finest physicians and neighboring health facilities becomes
easier and faster.”? Cloud computing services can offer a future-proof
approach to Al research and boost the chances of success throughout the
healthcare industry.

Opportunities and Benefits of HMIS

Globally, health-care systems are increasing their use of electronic health
records to increase access to patient data for administrative, therapeutic,
and research purposes. The aim for deploying HIS in-healthcare settings
is to improve quality of healthcare services. HIS are viewed as “silver
bullet” solutions targeted at increasing efficiency in the healthcare system
and as a result, lowering long-term healthcare costs and increasing
organizational profitability.** It is predicted that HIS will cut record-
keeping costs while fulfilling privacy regulations. HIS is also intended to
allow for automatic information exchange among physicians, minimise
office visits and hospital admissions, and even lower the chance of
malpractice lawsuits.”

Reduction In Medical Errors

According to the Institute of Medicine (IOM) (1999) research, up to
98,000 individuals die in U.S. hospitals each year because of avoidable
medical mistakes.? It also estimated that if current technical know-how
were deployed, 50% of mistakes could be removed during a five-year
period. The IOM specifically included the use of Health Information
Technology (HIT), such as e-prescription, as a crucial solution aspect
in their list of remedies to this problem. Clearly, the function of HIS in
boosting readability and reducing medical errors in healthcare services
has been demonstrated to be a potential advantage.

Improved Overall Quality of Healthcare

While reducing errors is clearly beneficial to healthcare quality, HIS also
offers more general benefits which are shown in Figure 3.2%

Predicting ADRs

Machine learning approaches are better adapted for bigger datasets,
traditional post-marketing drug surveillance methods have been
superseded by machine learning for the prediction of ADRs. To extract
pharmacological information and forecast ADR relationships, supervised
machine learning was applied. The development of ‘big healthcare data,
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Figure 3: Benefits of HIS.

which is characterised by immense volume, complexity, and velocity,
has created an attractive potential for digital pharmacovigilance
research.”® As a result of the scenario, many firms are turning to Al in
pharmacovigilance to help manage the growing workload and make life
easier. Companies benefit from Al because it automates data collection,
produces rapid results, and reduces mistakes. National Language
Processing (NLP), speech to text translation, and National Language
Understanding (NLU) are among the technologies used to gather ADRs
with increased accuracy, speed, scalability, and cost savings.” Based on
medication commonalities such as chemical structure, mechanism of
action, and polypharmacy side effects, AI-based analytics can be used
to anticipate previously unknown adverse drug effects.*>*! Deep learning
approaches based on neural fingerprints have been found to not only
predict but also identify the chemical substructures involved with bad
medication responses.*? These algorithms can help in the creation of safer
pharmaceuticals based on scientific data. To aid decision-making, ML
may be used at the point of care to deliver tailored ADE risk estimations
and treatment recommendations.”

Role of HMIS in Handling Pandemics

HIS have been crucial in reacting to the COVID-19 pandemic, not
only as platforms for efficient and effective communications, but also
in fundamentally changing the dynamics of relationships between
healthcare practitioners and customers, as well as the delivery of
healthcare services.”* The healthcare industry has been completely
transformed by the digital revolution. Technologies that have had a
considerable influence during pandemic in the healthcare industry are:

a) Artificial Intelligence: Al-based technologies that patients
are familiar during COVID-19 are chatbots and virtual health
assistants. AI chat bots play a crucial role in the healthcare
business, from customer service personnel to diagnostic tools and
even therapists.® This technology is boosting healthcare services
in a variety of ways, from balancing healthcare partners and
partnerships to increasing healthcare personnel productivity and
providing better patient care in pandemic.

b) Healthcare Big Data: Big data analysis finds preventative
programmes and assists professionals in COVID-19 emergencies,
making preventive care simpler. Bigdata predictive analysis is
assisting hospitals and clinics in predicting future admissions,
which simplifies the medical workforce’s availability for patient care
and improves hospital performance.*
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¢) IoT in Healthcare: Prior to the introduction of IoT, individuals’
interactions with their healthcare providers were restricted to
clinical visits or text or phone call exchanges. However, the IoT has
reshaped this practise and enabled the idea of remote monitoring.
Hospitals can track their medical equipment, such as nebulizers
and oxygen pumps, using sensors included into IoT devices. They
can also track the whereabouts of their medical personnel in real
time, which is extremely useful in an emergency.

d) Cloud Computing: The utilisation of the cloud enables for greater
operational efficiency, cost reduction, and improved patient care.
Cloud infrastructure solutions let health care organisations store
data more easily and get access to genuine data interoperability.

e) Data Analytics: The need for high-quality, timely data has long
been a top concern in the healthcare industry, and the emergence
of COVID-19 has amplified that requirement. Health organisations
are rushing to create and deploy data analytics in their business
operations to deal with COVID-19. Machine learning and data
analytics will be crucial in detecting and tracking the progression of
this disease, as well as the responses to it.*

Challenges and Barriers in implementation of HMIS

Despite the enormous potential and prospects for HIS, there are several
concerns that must be addressed.”” Hospitals lack the rules and laws
necessary to support I'T development efforts inside their organizational
structures. Many stakeholders are either hesitant to utilize the new
system or entirely ignore it since there are no norms or regulations in
place to make it necessary in order to promote the engagement.”* Many
healthcare organizations are concerned about the direct and indirect
expenses of HIS. This is especially true given the expensive initial
outlays and limited perceived return on investment.”**! Reengineering
business processes is likewise a demanding task.*” The majority of
the changes that occur with HIS deployment necessitate significant
organizational changes that necessitate not only financial expenditures
but also a complete shift in how company/ organization is conducted.
Finally, there is a relationship between financial and clinical results
that specifies, to a degree, how much money should be spent to attain a
specific health outcome. As a result, the expense of acquiring, operating,
and maintaining HIS remains a significant barrier. When institutions use
HIS, privacy issues and security hazards such as hacking, identity theft,
and unauthorized access to medical data are seen as a big issue. This
problem has a significant impact on people’s decisions and behaviours
when it comes to information systems.** As a result, system providers
should make a concerted effort to invest in privacy and security
protection to mitigate the impact of these hurdles and guarantee users
that the information they submit or share through the system is secure.
Because these worries are reasonable, investing in privacy protection and
security solutions is a wise investment that institutions should recognise
as a valued asset.* However, these issues should not lead people to fully
reject the usage of an electronic medical record. For the benefit of all
persons in society, organisations should work on raising awareness of the
need of having e-health systems and electronic medical records.*

The effective implementation of HIS initiatives necessitates the
coordination of several activities at multiple levels in complicated
settings.’® As a result, those in charge of implementing HIS initiatives
in developing nations should consider the contextual features of the
institutions, sector, and region in which they are located. Setting
specifications and rules for all healthcare providers must be of high
quality and satisfy the standards, which is undoubtedly more essential
than transitioning to e-health. Issues of this kind are exceedingly
difficult to resolve, and staff are fully aware that most of the team is doing
everything they can to enlist the help of all healthcare specialists.”
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Design and Development Challenges

Any feature or function of a sophisticated health IT-based clinical
application can put patients, the organization in charge of their
treatment, or even the system’s creators at danger.*** When the severity
and likelihood estimations of a prospective error are combined, we
should be able to generate an overall proactive risk for that error class. To
comprehend the potential danger, we need new proactive, data-driven
models, approaches, and tools for evaluating both the severity and
frequency of these occurrences.

Data input and comprehension problems are caused by poor user
interface design.”® Because of the inconsistency and absence of agreed
and implemented standards, the provider is forced to swap mental
models about how each interface works on a regular basis, which raises
the risk of mistake.”® We need standardized methods for allowing users
to submit data and automatically verifying that the data supplied is valid
for a specific patient.”” Finally, for the design, development, and testing
of safety-critical software, the industry must adhere to well-established
standards. National or international standards bodies may establish these
guidelines, which are then adopted by governments or other authorities.
Regardless how extensive a single health IT vendor’s product offerings
are, new health IT capabilities and stand-alone apps will always be
produced that must be interfaced to the existing system (s).” The whole
development, implementation, patching, and update process should be
error-free.

Implementation and use Challenges

Users of busy clinical applications will continue to make mistakes.
Health IT should serve as both a cockpit and a “safety net,” making it
simpler to do the right thing while also catching faults.***> Providing
the right degree of artificial intelligence (AI)-driven automation and
guaranteeing its safety and dependability, are crucial to effective health
IT> Transitioning from an in-house built EHR to a commercial off-
the-shelf EHR or from one commercial EHR to another, as well as large
enhancements to an existing EHR, all pose safety issues.”’

CONCLUSION

In the year 2022, the digital transformation of healthcare is quite
promising. Healthcare providers are looking for a way to modernize
their existing systems with novel HMIS. It allows storing, managing, and
exchanging health information within and among hospitals because the
healthcare industry is a heterogeneous system made up of disparate data
silos with a lack of standardization. The goal is to improve patient care
and productivity. And, in this case, technology aids in achieving these
goals as quickly as possible. One such approach is the Delhi government’s
initiative to deploy innovative HMIS and eHealth cards for the benefit
of patients. In the face of a pandemic, AL IoT, big data, cloud services,
and other digital healthcare technologies are transforming the working
paradigm of this industry. As a result, the patient’s interaction with
health experts is improved, data is secured, informed decisions are made,
and companies can provide better health solutions and more favorable
outcomes. Other significant advantages include reduced medical
errors, improved clinical decision-making during patient contacts, and
real-time universal access to a patient’s information. However, while
introducing health information technology into a complex adaptive
health system has the potential to improve care, it also has unintended
consequences and introduces new barriers. Assuring the safety of health
information technology and its usage in clinical settings has emerged as
a major challenge. To lower the frequency of harm, there are significant
opportunities to improve safety by leveraging big data, AL and other novel
technologies across the health sector areas. Healthcare management is
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undergoing significant changes that are transforming the image of the
medical industry. It is likely to improve further as technology advances.
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